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Outline

® \What is privacy?
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| ots of |Ideas

® CONTROL: Privacy is the ability to control/
~inforn ~about
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Warren & Brandeils
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The Right to Privacy

“Instantaneous photographs and newspaper enterprise have invaded the
sacred precincts of private and domestic life; and numerous mechanical
devices threaten to make good the prediction that "what is whispered in the
closet shall be proclaimed from the housetops...The intensity and complexity of
life, attendant upon advancing civilization, have rendered necessary some
retreat from the world, and man, under the refining influence of culture, has
become more sensitive to publicity, so that solitude and privacy have become
more essential to the individual...but modern enterprise and invention have,
through invasions upon his privacy, subjected him to mental pain and distress,
far greater than could be inflicted by mere bodily injury.”

“The common law secures to each individual the right of determining,
ordinarily, to what extent his thoughts, sentiments, and emotions shall be
communicated to others.”

“In every such case the individual is entitled to decide whether that which is his
shall be given to the public. No other has the right to publish his productions in
any form, without his consent. The right is lost only when the author himself
communicates his production to the public -- in other words, publishes it.”

“...a man is that which is exclusively his.”
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Olmstead v US

® Cops wiretap bootleggers without a warrant

® Taft: “The letter is a paper, an effect, and in the custody of a government
that forbids carriage, except under its protection. The United States takes
no such care of telegraph or telephone messages as of mailed sealed
letters. The amendment does not forbid what was done here. There was
no searching. There was no seizure. The evidence was secured by the use
of the sense of hearing and that only...By the invention of the telephone
50 years ago, and its application for the purpose of extending
communications, one can talk with another at a far distant place.”

® RBrandeis: “When the Fourth and Fifth Amendments were adopted...force
and violence were then the only means known to man by which a
government could directly effect self-incrimination. [But] discovery and
invention have made it possible for the government, by means far more
effective than stretching upon the rack, to obtain disclosure in court of
what is whispered in the closet.”
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US v Katz

® [eds wiretapped a public pay phone and discovered illegal gambling

® SCOTUS: “the Fourth Amendment protects people— and not simply
"areas"—against unreasonable searches and seizures, it becomes clear
that the reach of that Amendment cannot turn upon the presence or
absence of a physical intrusion into any given enclosure. The
Government's activities in electronically listening to and recording the
petitioner's words violated the privacy upon which he justifiably relied
while using the telephone booth and thus constituted a "search and
seizure”" within the meaning of the Fourth Amendment.”

® Harlan, concurring: “...there is a twofold requirement, first that a person
have exhibited an actual (subjective) expectation of privacy and, second,
that the expectation be one that society is prepared to recognize as
"reasonable.” Thus a man's home is, for most purposes, a place where he
expects privacy, but objects, activities, or statements that he exposes to
the "plain view" of outsiders are not "protected” because no intention to
keep them to himself has been exhibited. On the other hand,
conversations in the open would not be protected against being
overheard, for the expectation of privacy under the circumstances would
be unreasonable.”
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Florida v Riley

Situation: Riley grows mad weed in his pimp backyard greenhouse. He’s
got giant castle walls surrounding his mobile home so no cops can see
hIS stash from the road So instead the cops rent a hellcopter and a guy
" 1; =] for “0 f O n h,a a d h, y do a A |Ie&
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Florida v Riley

® Answer: NO it is not a search, therefore NO it does not violate his privacy

® FExplanation: “[According to FAA regulations any] member of the public
could legally have been flying over Riley's property in a helicopter at the
altitude of 400 feet and could have observed Riley’'s greenhouse. The
police officer did no more...As far as this record reveals, no intimate
details connected with the use of the home or curtilage were observed,
and there was no undue noise, no wind, no dust, or threat of injury. In
these mrcumstances there was no V|olat|on of the Fourth Amendment
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Kyllo v US

Situation: Kyllo grows mad weed but this time in the safety of his house
which by this point looks like the set of Jumanyji 2 - Half Baked. He’s got a
<'bl||I0n heat Iamps in h|s house to make it Illge Jamalca inside. The feds
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So Who Won?

Taft: We had privacy, but now there is a new technology. The new
technology does not allow for privacy as we understood it - therefore,
we have no privacy, because the old laws do not allow for it.
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Lessig on AoP

Certain technologies / properties support secrecy and certain don’t.

Laws are written in a technological context - a trespass law protecting
privacy from the 1800s “assumes” technological capabilities that may or
may not be true in the 1900s or 2000s!

® “There are special laws about the theft of automobiles, planes, and boats.
...,There are no spemal Iaws about the theft of skyscrapers Cars planes

o l‘ ‘ "‘\(‘-t .} AN St g

il
I‘ " 4 %
e B ‘ - 31 @ = \ ¥ / - / ’! N R T
PR boats need protection. S crapers prettv much take S ) IO g Rt A TDL e
> R \ . { > ! 1 L B 4 - Y 4 > -/

Saturday, November 21, 2009



Contextual

Saturday, November 21, 2009



Contextual Integrity

Developed by NYU Prof. Helen Nissenbaum to explain why people
watched by CCTVs in public spaces still felt their privacy violated
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Contextual Integrity

“Most people have a robust sense of the information about them that is
relevant, appropriate, or proper to particular circumstances, situations, or
relationships. When information is judged appropriate for a particular
situation it usually is readily shared; when appropriate information is
recorded and applied appropriately to a particular circumstance it draws
no objection. People do not object to providing to doctors, for example,
,the detalls of thelr phy5|cal condltlon dlscussmg their chlldren S
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Contextual Integrity
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Architecture & CI
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Contextual Integrity
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Contextual Integrity
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Cl & Facebook
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Cl on Facebook

® \What are their norms? I.E. with whom are they attempting to share data,
and how do they expect the data to disseminate?

People use Facebook to talk to people they know; people play the same
roles on Facebook that they play in real life

First: friends preexist Friends. Put another way, though not all friends are

Friends, almost all Friends are friends. The overwhelming majority of

Facebook relatlonshlps are dlgltal representatlons of thelr corporeal
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No Grandma!!

Information

Chris 'Petey’ Peterson Settings Logout

Michelle

wall

Info Photos Boxes

Write something...

X
X

Michelle my grandmother just friend requested me. no. facebook,
you have gone too far!

Michelle drinks.bonfire.old/good friends

Tment - LIKe

= e alla A A DADED
31| Michelle is attending PAPER A

1| Michelle is attending Spring S
J

Christina Cood to see you last night. | feel like crap his morning. T
many drinks!!

Michelle omg peter frampton! too bad its at stupid gillette and not¥
somewhere cooler like the hatch b
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Rachel on Grandma

® “Facebook started off as basically an online directory of COLLEGE
STUDENTS. | couldn’t wait until | had my college email so that | could set
up an account of my own, since no other emails would give you access to
the site. Now, that was great. One could [meet] classmates online or stay
In touch with high school mates [but it] has become a place, no longer
for college students, but for anyone. [About] five days ago, the worst
possible facebook scenario occurred, so bizarre that it hadn’t even
crossed my mind as possible. MY GRANDMOTHER!? How did she get
onto facebook?...As my mouse hovered between the accept and decline
button, images flashed through my mind of sweet Grandma [seeing] me
drinking from an ice luge, tossing ping pong balls into solo cups full of
beer, and countless pictures of drunken laughter, eyes half closed.
Disgraceful, | know, but these are good memories to me. To her, the
picture of my perfectly angelic self, studying hard away at school, would
be shattered forever.”
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“Technological Fictions”

Allusion to legal fictions - ideas that the law contrives that are unreal
but which are treated as being real (the ‘reasonable man’, ‘corporate
person’, etc)
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Flat Friendships

In the physical world, we have very different relationships (and
disclose very different things to) different people
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INnvisible Audiences

In the “real” world, there is a physical separation to social situation (a
bar is not a church, because walls not only keep people out, they also
define communities of who is “in”); on Facebook, all people are in the
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INnvisible Audiences

In the “real” world, there is a physical separation to social situation (a
bar is not a church, because walls not only keep people out, they also
define communities of who is “in”); on Facebook, all people are in the
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Strange Sharing
Defaults

In the physical world, publishing is difficult; in the electronic world,
publishing is the default

In the physical world, we don’t blast all of our information out to
___._,,_ieveryone we know‘5|mply by saylng somethlng, on Facebook heIIo_% o

Saturday, November 21, 2009



Strange Sharing
Defaults
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@ Privacy » Profile

[ !:] Contact Information

Control who can see your profile and related information. Visit the Applicat page in order to change
settings for applications.

See how a friend sees your profile

Profile My Networks and Friends

Basic Info My Networks and Friends

Personal Info My Networks and Friends

Status and Links My Networks and Friends

Photos Tagged of You My Networks and Friends

Videos Tagged of You My Networks and Friends

Friends & My Networks and Friends

wall Posts W Friends may post to my Wall

& My Networks and Friends

Education Info & My Networks and Friends
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What to do?
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Markets won’t work

Behavioral biases (bounded rationality; optimism bias; discounting
bias; power of the default) cause users to regularly misapprehend
| :I’ISkS and underlnsure themselves sendlng bad_ prlvacy 5|gnals aas i
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Law won’t work

Some solutions (public disclosure torts, privacy controls ==
reasonable expectation) could work, BUT

Law functions on the ‘secrecy regime’ - no one on Facebook wants
secrecy, they want contextual integrity, and American law doesn’t do
that (and imagine jurisdictional issues!)
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Code could work

® (Code is self-executing so no jurisdictional issues
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Some solutions

For Flat Friendships: Make Friends Lists easier to assemble and use;
allow people to rebuild social contexts among grouping mechanisms;
recreate a digital separation to social situation
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